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PED®EPAT

Poncbkuii AHTOH AHapioBuY «/lepkaBHa moiniTuka y cdepi 3a0e3neueHHs
Ki0epOe3eKku: MiXKHAPOIHUHN TOCBI/ Ta TPAKTUKA Y KpaiHI»

JlociIKeHO TEOpEeTUYHI OCHOBH JIEP:KaBHOI MONITUKH y cdepi 3abe3meueHHs
KibepOe3neku 1 po3po0IeHO MPaKTUYHI PEeKOMEHAAIli i1 YKpaiHu 3 ypaxyBaHHIM
MDKHApOIHOTO JOCBITY.

BusBneHo cyTHICTh Ta CKIaoBi MOHATTS chepu KibepOe3nmeku; y3araJlbHEHO
METOU TTPOTHI11 KIOEP3TOUMHHOCTI B CUCTEM1 MI>KHAPOAHUX BITHOCHH; y3araJlbHEHO
HOPMAaTUBHO-TIPAaBOBE 3a0e3MeueHHs JIep)KaBHOI MOMITUKH KibepOesneku Ykpainu;
IIPOBEJICHO aHalli3 JisUIbHOCTI JlepaBHOI CITy>kKOM CIeIiaJbHOTO 3B S3KY Ta 3aXUCTY
iHdopmalii YkpaiHu SK oOpra"y peanmizaiii Jep>KaBHOI TMOJITHKU KiOepOe3mneku;
3’4COBAHO TMPAKTHUYHI MIAXOAM A0 KiOEp3axucTy KPUTHUYHOI 1HPPACTPYKTYpH;
OOTPYHTOBAaHO MDKHAPOJHUN JIOCBIJ Ta NPAKTUKY YKpaiHU B YJAOCKOHAJICHHI
Jep>KaBHOI MOJTITUKY 3a0e3neYeHHs KiOepOe3meKu.

3p0061eHO BUCHOBOK, IO JIs1 YAOCKOHAJIEHHS CKJIaJOBUX HAIIIOHAIBHOI O TUKH
ki0epOe3eKky BaXKJIIMBOIO € TapMOHI3allisl HAaIllOHAJBLHOTO 3aKOHOJABCTBA B cdepi
KibepOe3neku 13 3akoHoAaBcTBOM €C; BIPOBAKEHHS CTaHAAPTIB 1 PEKOMEHAAIIIH,
po3pobsieanx MCE, sKiI CTOCYIOThCS TEXHIYHHUX aCMEKTIB  3a0e3ledcHHs
Ki0epOe3IeKkn; CTBOPEHHS Ha HalllOHAJLHOMY Ta PET1OHAJIBHUX PIBHSIX CIEIIAIbHUX
OpraHizaliifHuX CTPYKTYp 1 KOMaH] IpOTUAll Kidep3arpo3am pi3HOroO XapakTepy.

OpnepskaHi pe3yJbTaTH MOXYTh OyTH BHKOPHUCTaHI B JIsJIbHOCTI JlepskaBHOL
CIIyKOM CHellaJbHOro 3B’SI3Ky Ta 3axucTty I1Hopmalii VYKpaiHM B Hampsami
dbopmyBaHHs Ta peasizallii 1ep»KaBHOI MOTITUKH KibepOe3nekH; a TAK0XK HOPMATUBHO-
paBOBOrO  3a0e3leueHHs Jep>KaBHOI TMOJITHUKKA  KibepOesmeku YkpaiHu 3
ypaxyBaHHSM MPOMNO3UIT aTpOOOBaHUX MPAKTUKOIO MI>KHAPOIHUX OpraHi3allii.

Kgamidikariiitna po6ota marictpa Mictuth 83 cropiaku, 1 Tabmuirto, 3 pUCyHKH,
CIIMCOK BUKOPUCTAHUX JIXKEpeE 13 58 HallMEHYBaHb.

KirouoBi cioBa: kibepOesneka, mnoniTHKa KiOepOe3neku, KiOep3axucr,

KpUTHUYHA THOPACTPYKTYpa, CIIyk0a CIemialbHOTO 3B’ 13Ky Ta 3aXUCTY 1HhOpMaIIii.



ANNOTATION

Ronskyi Anton Andriyovych "State policy in the sphere of ensuring cyber
security: international experience and practice of Ukraine"

It has been investigated the theoretical foundations of state policy in the field of
cyber security and develops practical recommendations for Ukraine, taking into
account international experience.

It was revealed the essence and constituent concepts of the field of cyber security
are revealed; the methods of combating cybercrime in the system of international
relations are summarized; normative and legal support of the state cyber security policy
of Ukraine is summarized; an analysis of the activities of the State Service for Special
Communications and Information Protection of Ukraine as a body for implementing
the state cyber security policy was carried out; practical approaches to cyber protection
of critical infrastructure are clarified; the international experience and practice of
Ukraine in improving the state policy of ensuring cyber security are substantiated.

It has been concluded that the harmonization of national legislation in the field
of cyber security with EU legislation is important for improving the components of the
national cyber security policy; implementation of standards and recommendations
developed by the ITU, which relate to the technical aspects of ensuring cyber security;
creation at the national and regional levels of special organizational structures and
teams to counter cyber threats of various nature.

The results can be used in the activities of the State Service for Special
Communications and Information Protection of Ukraine in the direction of the
formation and implementation of the state cyber security policy; as well as regulatory
and legal support of the state policy of cyber security of Ukraine, taking into account
the proposals of international organizations tested by practice.

The master's thesis contains 83 pages, 1 table, 3 drawings, a list of used sources
from 64 names.

Keywords: cyber security, cyber security policy, cyber defense, critical

infrastructure, special communications and information protection service.
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